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Fusion Center Technology Resources Road Map:  Elements of an 
Enterprise Architecture for State  

and Major Urban Area Fusion Centers 
 

General Overview 

The function of a fusion center is to provide a collection, analysis, and dissemination point for classified 
and unclassified data relevant to terrorism and potentially other crimes and ñall-hazardsò intelligence 
approaches. In this regard, technology plays an important role in advancing the ability to share this 
information among a variety of partners across the public and private sectors. 
 
At the end of 2008, there were more than 70 state and major urban area fusion centers in various stages 
of implementation in the United States.  Many of these centers are still in the early stages of technology 
implementation. The U.S. Department of Justice; the U.S. Department of Homeland Security (DHS); and 
the Office of the Program Manager, Information Sharing Environment (PM-ISE) provide technical 
assistance related to a variety of business needs, including governance and organizational structure; 
concept of operations development; privacy policy and civil liberties protection implementation; and 
administration and management.  Additionally, training on state and local anti-terrorism methods, criminal 
intelligence, 28 CFR Part 23-compliance, and information sharing utilizing the National Information 
Exchange Model (NIEM) are available to fusion centers.  
 
The value of technology linked to business processes and performance is quickly apparent when one 
focuses on the challenges and hurdles to information sharing and the broader concepts of information 
management.  From defining the common data standards to facilitate common understanding and 
interpretation of information to protecting privacy rights through electronic management and enforcement 
of access controls and retention policies, adequate technology planning and utilization can be a critical 
enabler to sharing information responsibly and fostering safer communities. Fusion centers that are able 
to adopt and benefit from emerging technologies and standards to meet their business objectives will be 
better prepared to handle the challenges today and in the future.  
 

Purpose 

The purpose of this document is to provide fusion center leadersðin particular, senior technology 
managers

1
ðwith guidance on how information, technology infrastructure, applications, performance 

metrics, and business processes align with the core business capabilities of a fusion center.  Leaders can 
use this document to assist in formulating a strategic technology vision and plan for their centers and to 
support sound investment and technology selection decisions within such a plan. 
 
The document accomplishes this purpose largely by referencing existing guidelines and 
recommendations published by the Global Justice Information Sharing Initiative (Global), the Bureau of 
Justice Assistance (BJA), DHS, and PM-ISE.  The intent is to link the existing work into a cohesive, more 
usable framework for fusion center decision making. 
 

Approach 

As fusion center operations continue to mature, the adoption of a proven methodology for the selection, 
acquisition, and implementation of technology solutions is highly recommended.  It is imperative that a 
fusion centerôs technology strategy and plan recognize the principle that technology supports business 
operations and not vice versa.  As such, it is important that a clear understanding of the fusion business 

                                                      

1
 In this document, the term ñtechnology managerò refers to a staff member employed by (or detailed to) a fusion 

center with the overall responsibility for planning, implementing, and maintaining technology to support the fusion 
centerôs mission. Generally, the technology manager is the individual with approval authority for technology 
purchases, management authority over information technology staff, and final decision-making authority over 
technology selection. The individualôs title may be technology director, chief information officer, or related titles. 
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needs and business priorities be established before a supporting technology strategy is developed and 
implemented. 
 
This document leverages best practices of enterprise architecture, business process, information flow, 
and exchange identification to tie together existing fusion center planning and guidance documents. 
 
Since its introduction in the 1990s, enterprise architecture has become a mainstream approach to 
technology planning in the public sector. Various approaches have evolved to support the development of 
enterprise architectures in the public and private sectors, including (but not limited to): 
 

¶ The Federal Enterprise Architecture Reference Models 

¶ The National Association of State Chief Information Officers Enterprise Architecture 
Development Tool-Kit 

¶ The Open Group Architecture Framework 
 
Regardless of the framework used, enterprise architecture aims to address three common concerns of a 
technology manager
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: 

 

¶ Technology Planning and Alignment 

¶ Technology Innovation 

¶ Technology Standards 
 
The Planning and Alignment function of enterprise architecture establishes a future vision for the 
technology portfolio (applications, infrastructure, information exchanges, etc.) that aligns with business 
strategy and ensures that technology investment decisions move the organization ever closer to 
achieving this vision.  The Innovation function of enterprise architecture provides a mechanism for 
research and development into new technologies that could increase the organizationôs efficiency or 
enable new business capabilities. The Technology Standards function of enterprise architecture reduces 
unnecessary (and potentially wasteful) variation in the technology portfolio by establishing and enforcing 
best practices.  Each of these functions is a necessary component in effective governance of a fusion 
centerôs technology portfolio. 
 
At its core, enterprise architecture is a decision-making framework or toolkit that the technology manager 
uses to make decisions more efficiently, more consistently, and better aligned with business objectives. 
For example, a fusion center technology manager would look to an enterprise architecture when making 
the following decisions: 
 

¶ What information exchanges will best support a given business objective or capability? 

¶ What application(s) will fusion center staff use to accomplish a given task? 

¶ What infrastructure (networks, devices, physical plant, etc.) are necessary to support the 
envisioned application and information exchange portfolio? 

¶ What technology investments should a technology manager plan for in next yearôs budget 
or grant cycle in order to meet the business objectives established by the center 
leadership? 
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 Nick Malik, Microsoftôs Chief Architect, has an excellent discussion of these three viewpoints in a blog entry at 

http://blogs.msdn.com/nickmalik/archive/2008/06/11/one-ea-team-three-ea-functions.aspx.  




